Debugging without Code

Random Tips on How to Debug Closed Source
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Why?



ICE

Internal
Compiler

Error




External Tools

Your Ul toolkit shared object




Question At Hand

JVM crashed

What was the value of dest on crash




debuginfod

Based on buildid embeded in ELF

Available for Popular Linux Distro

3

Microsoft Public Symbol Server




Nightly Builds?

Those are usually for development

Might include debug symbols



https://adoptium.net/temurin/nightly/

First Problem Function Arguments

We need debug symbols for that!



info shared




add-symbol-file




Mazal u’ Bracha




Mazal u’ Bracha?




Optimized Out. Now What?



Optimized Out, now what?




Understanding Function Arguments



Calling Conventions

Never Lie
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Break Higher on stack

There find out what dest was



gdb?
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gdb record

Didn’t work for me :(




gdb trace?

You can't do that when your target is
‘multi-thread'




Breakpoint
commands

Works, but slow




Decompilation”?
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Search Function

Sometimes demangling fails
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« Bookmarks
Bundle Manager
Bytes: libjvm.so
Checksum Generator
Comments
& Console
l2d Data Type Manager
Data Type Preview
C¢ Decompile: _ZN15G1Collec
b Defined Data
o4 Defined Strings
Disassembled View
Equates Table
External Programs
Function Call Graph
@) Function Call Trees
s=» Function Graph
Function Tags
Functions



Decompile

« Bookmarks
Bundle Manager
Bytes: libjvm.so
; Checksum Generator
5 Comments
fi '™ Console
2B Data Type Manager
Data Type Preview
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Decompile: ZN15G1CollectedHeap19new ...
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if (x(char x)(ppram_1 + 800) !'= '\0') {
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Find Register

R12 contains first parameter to
function

vo vvu
2069fbb2 41 80 bc CMP byte ptr [R12 + 0x320],0x0

24 20 03

00 00 00



Anivnegapregionsse_owacvy )

if (x(char *)(pbram 1+ 800) != "\0') {

Find Offset

R12 contains first parameter to
function

Breakpoint Here

O vvu

2069fbb2 El 80 bc CMP byte ptr [R12 + 0x320],0x0
4 20 03

00 00 00




Frida
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Load Module

let m = Module.load("./libjvm.so");



Find Function

HeapRegion*OldGCAllocRegion: :allocate new region(size t word size,
bool force) {
assert(!force, "not supported for GC alloc regions");
return glh->new gc alloc region(word size, count(),

InCSetState: :01d) ;




Find Function

let m = Module.load("1libjvm.so");

Let fn = m.enumerateSymbols().find((e) => e.name ==
" ZN1601dGCAllocRegionl9allocate new regionEmb")



Find Function On Load

let m : NativePointer = Module.findExportByName(null, ‘'dlopen')!;

Interceptor.attach(m, { onEnter: (args) => {this.path =
args[0].readCString(); },
onLeave: function (retval) { ..@... }

s
})s



Trace!

let m = Module.load("./libjvm.so");

Let fn = m.enumerateSymbols().find((e) => e.name ==
" ZN1601dGCAllocRegionl9allocate new regionEmb");

Interceptor.attach(fn.address, {
onEnter(args) {
console.log( a n_r word size=${args[1]} force=${args[2]} )
}
1)



Trace!

Spawned " java -XX:+UseG1lGC -cp . MakeOldgen 1 . Resuming main
thread!

[Local::java ]-> Objects tenure after surviving 15 rounds of GC.
Running 16 rounds

a_n r word size=0x400 force=0x0

a_n_r word size=0xffff force=0x0



Watch!

let o = m.enumerateSymbols().
find(x=>x.name == ' frame_dummy init array_entry')!;

MemoryAccessMonitor.enable(
{base:o.address, size:4096},
{
onAccess: (access)=>
console.log(

"${access.operation} ${access.address} )})



Watch!

frida -1 x.ts -f ~/jdks/jdk8usr/bin/java -- -version

Connected to Local System (id=local)
Spawned " /usr/bin/java -version . Resuming main thread!

[Local::java ]-> read 0x7fa996d060a0



Summary

Search debug symbols and code
Plan what you need to know
Debug it with breakpoints
Decompile when optimization hits

Trace with frida for history
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