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C makes it easy

to shoot yourself in the foot;

C++ makes it harder,

but when you do –
it blows your whole leg off.

Bjarne Stroustrup

“
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• Love to help

•Develop

•Architect

• Teach

•Robotics competition judge



The road (blocks) to working software

• Syntax errors
• Handled by compiler

• Logical errors
• Unit tests to the rescue!

•Memory safety
•

•Unpredictable behavior
•



C++ unpredictability

•Undefined behavior

•Unspecified behavior

• Implementation-defined behavior

•More



Safety

• Lifetime safety

•Bounds safety

• Type safety

• Thread safety

•Runtime checks



The answer

• Switch to a safer language!

•CISA, NSA, ONCD’s goal
•Not practical

• Existing code base

• Existing ecosystem

• Requirements

• No alternative



Solutions

• Standardization

• C++ standard

• Safe C++

• ISO 26262

•Coding practices

• OWASP Top Ten

• Defensive programming

• Secure by Design



Enforcement

•Rules

•MISRA

• Tools



Motor Industry Software 
Reliability Association





Example



Another example



Yes, but…



Why? (developer perspective)

•Our goal: Working software, not writing code

• Code quality
• Reliability

• Maintainability

• Safety
• Focus on critical systems

• Avoid dangerous patterns

• Portability

• Code reviews and audits



Why (org perspective)

•Quality

• Standards

•Cost and time

•Customer trust



C makes it easy

to shoot yourself in the foot;

C++ makes it harder,

but when you do –
it blows your whole leg off.

Bjarne Stroustrup

“



C++ Security Fundamentals

https://www.linkedin.com/in/assaftzurel/

assaf@tzurel.co.il

https://wa.me/972543330085

http://s.pashut.co.il/corecpp-2024

Eran Gilad, Gilad Darmon, Nir Dobovizki Questions?

https://www.linkedin.com/in/assaftzurel/
mailto:assaf@tzurel.co.il
https://wa.me/972543330085
http://s.pashut.co.il/corecpp-2024
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