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Introduction

❏ 30 years ago, my CV had “C++ as mother tongue”.

❏ For the last 12 years, I have mostly developed for mobile.

❏ I work at Reblaze, a cloud security company (we are hiring).

❏ In spare time, I am a Mentor at Android Academy TLV

2

Founded

45K+

Note: Reblaze clients are month-

to-month, with no contractual lock-

in. They can leave at any time.

96%2012
Enterprise 

Clients

Hundreds
Web apps and APIs

10B+
HTTP/S Requests Daily Average annual retention



1. Why Obfuscation?

2. Why is C++ good for it?

3. How to hide my Java secrets in C++?

4. Is C++ secure enough?

5. White box cryptography

6. Active defence

7. Who can help?

Agenda
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❏ What needs protection

❏ API keys, certificates

❏ Data extracted from secure sources

❏ Signing procedures

❏ Don’t reinvent the wheel

❏ Keep your code maintainable

❏ But AppStore…

1. Set up expectations

4
Obfuscation and beyond



1. Please do use ProGuard

ProGuard is a free shrinker, optimizer, obfuscator, and preverifier for Java bytecode

2. Your strings are visible

How to store the Credentials securely in Android Hiding Secrets in Android Apps

3. How much code you want to maintain?

StringCare Paranoid SwiftShield Objc-Obfuscator …

4. Is Swift compiler actually obfuscating?

There is a lot of symbols and metadata just waiting to be explored!

5. Is Flutter compiler actually obfuscating?

6. Switch to C++, enjoy the modern language and profit!

2. But ProGuard is free…
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https://github.com/Guardsquare/proguard
https://github.com/Guardsquare/proguard
https://github.com/Guardsquare/proguard
https://github.com/Guardsquare/proguard
https://github.com/Guardsquare/proguard
https://github.com/Guardsquare/proguard
https://github.com/Guardsquare/proguard
https://github.com/Guardsquare/proguard
https://github.com/Guardsquare/proguard
https://github.com/Guardsquare/proguard
https://github.com/Guardsquare/proguard
http://codetalk.de/?p=86
https://rammic.github.io/2015/07/28/hiding-secrets-in-android-apps/
https://github.com/StringCare/AndroidLibrary
https://github.com/MichaelRocks/paranoid
https://github.com/rockbruno/swiftshield
https://github.com/FutureWorkshops/Objc-Obfuscator
https://www.guardsquare.com/blog/ios-app-security-introduction-objective-c-metadata-symbols-swift-objective-c-apps-part-1-2


❏ JNI helpers are pretty good in current version of Android Studio.

❏ But do it wisely, don’t waste your time on things that are not critical.

❏ Callbacks require Java trampolines.

❏ Android source code (C++) is available (GitHub: alexcohn/native-camera2).

❏ New Android systems patch the holes which makes your life harder

See white/grey/black listed APIs. Still, you can obtain the UI thread in C++.

❏ Go beyond Java APIs when necessary (e.g. checking APK signature).

❏ Remember, your application is a collection of zip files – you can read it as you wish.

3. Moving from Java/Kotlin to C++

6
Obfuscation and beyond

https://github.com/alexcohn/native-camera2
https://developer.android.com/guide/app-compatibility/restrictions-non-sdk-interfaces
https://stackoverflow.com/a/46871051/192373
https://github.com/DimaKoz/stunning-signature/blob/master/README.md


4. Harden your C++ code

1. Use defensive coding techniques.

2. Test your code including “unlikely” edge cases.

3. Check compiler warnings (e.g. they can discover a potential formatting attack).

4. -D_FORTIFY_SOURCE=2 will add some extra checks e.g. some cases of buffer overflow.

5. -fstack-protector

6. -fsanitize=self-stack

7. -fsanitize=cfi for control flow integrity.

8. Use Address Space Layout Randomization.

9. Hide your symbols (may be tricky).

10. Protect your Global Offset Table (e.g. -Wl,-z,relro).
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https://blog.quarkslab.com/clang-hardening-cheat-sheet.html
http://redhat-crypto.gitlab.io/defensive-coding-guide/#chap-Defensive_Coding-CXX


5. White Box Cryptography
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http://www.whiteboxcrypto.com


Using opt command or rebuilding the whole toolchain.

Apple LLVM is now open source – take it and add your passes.

I used DeClang in my work that inspired this presentation.

Control:

● Annotations embedded in your code. 

● external configuration files, yaml or json. 

● Or in-line parameters e.g. -mllvm -fla. 

Check the results, tune performance vs. safety.

5. Rely on compiler (it’s LLVM!)
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https://github.com/DeNA/DeClang


5. Obfuscation passes with LLVM

❏ Bogus Control Flow: The original basic block is also cloned and filled up with junk instructions.

❏ DynamicBranch: replace the original branch instruction with calculation.

❏ SplitBasicBlock: you can shuffle a linear sequence of instructions

❏ Flattening: optimization technique re-shaped for obfuscation

❏ StringObfuscation: constants encryption (hmm, encoding)

Also, injects a decrypt function in each compilation unit

❏ Obfuscate arithmetic operations, e.g. (a ^ b) + 2 * (a & b)

❏ Run arithmetic on NEON (or SSE) because hackers are less familiar with these instructions

❏ Replace integers with floats, and vice versa
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https://github.com/obfuscator-llvm/obfuscator/wiki/Bogus-Control-Flow
https://github.com/obfuscator-llvm/obfuscator/wiki/Control-Flow-Flattening


6. RASP: anti-tampering

❏ Detect compromised environment (e.g. root)

❏ Detect debugger and hooks (e.g. FЯIDА)

❏ Looking for the traces in memory map

❏ Trying to sniff their sockets

❏ Detect code changes

❏ Verify checksums, signatures

❏ Detect early (before the attacker grabs control)

❏ Load your code on app start

❏ Use C++ global var initialization
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Runtime Application Self Protection



💿 SDK

❏ AppShield | Quarkslab

❏ DexGuard & iXGuard | GuardSquare

☁️ Cloud

❏ SHIELD | Promon

❏ DexProtector | Licel

❏ ONEShield | Appdome

7. Commercial solutions
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https://quarkslab.com/quarks-appshield/
https://www.guardsquare.com/dexguard
https://www.guardsquare.com/ixguard
https://promon.co/products/mobile-app-protection/
https://dexprotector.com/
https://www.appdome.com/consumer-apps/mobile-security/all-in-one-mobile-app-security/

