
@Dafna_Mordechai
https://www.iot-workshop.online/

Introduction to 

the Internet of Things



Hello!

@Dafna_Mordechai
https://www.iot-workshop.online/
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The Hebrew University of Jerusalem (2008)

▪ RT Embedded Software Engineer

▪ Love technology, and love sharing it with others



IoT - The Internet of THINGS
The Internet of Things refers to connecting machines and other 
physical objects to the internet, usually in order to gather information 
from sensors and to control systems from a distance.

“We project that there will be more than 55 billion IoT 
devices by 2025, up from about 9 billion in 2017.“

Business Insider, IoT report, 2018
https://www.businessinsider.com/internet-of-things-report



IoT - The Internet of THINGS

Cloud ServiceIoT Devices

Gateway

▪ Sensors / Actuators
▪ Wireless Communication

▪ Monitoring
▪ Analytics
▪ Control



IoT - The Internet of THINGS

Cloud ServiceIoT Devices

Low-power, wide-area network (LPWAN),
 e.g NB-IoT



Different THINGS have different NEEDS

Agriculture Medical Industrial
▪ Resources - Computing Power / Memory / Storage / Wireless Communication 
▪ Peripherals  - Sensors / Actuators
▪ Power Consumption
▪ Cost



Just how “SMART” devices get?



Just how “SMART” devices get?
(Intelligence) Algorithms

(Behaviour) Actuators 

(Communication) BLE 

(Memory) RAM / FLASH

(Perception) Sensors



“
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IoT Examples



Personalization
Monitor, Analyze, Improve.



Wearable Fitness Tracker



Vital Signs Monitor
● Heart Rate
● Respiratory Rate
● Sleep Cycles
● Stress Levels. 



Wearable Smart Devices Controller

https://docs.google.com/file/d/1lZd38JsHDS02wtaman_TJev51-mBhDhT/preview


Fertility Monitor



Fitness and Lifestyle



GPS Tracker



Industrial
Monitor, Analyze, Improve.



Agriculture

Local sensor station
IoT devices that measuring 
environmental conditions



IIoT - Machine Monitoring System

4G/Wi-Fi

• Vibration frequency
• Edge computing
• Data serialization 
• Mobile SDK 

communication

• Mobile SDK
• Communication with 2E 

units and DB
• Gateway android/iOS app 
• Data display app

• Data uploading
• FFT analytics
• Raw Data Report
• API for 3rd party systems

BLE

Android/iOS GatewaySensor Unit (2€ size) Cloud DB
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http://analytics.atomation.net:3001/login


Electricity/GAS/Water Metering



Smart Homes



Infrastructure

Product as a Service

Smart Cities 

Automotive Industry and Autonomous Cars

Asset Tracking



“Demo



Bluetooth Low Energy



▪ Bluetooth is a wireless technology standard for exchanging data 

over short distances.

▪ Bluetooth operates at frequencies between 2.4 to 2.485 GHz

▪ Bluetooth is a packet-based protocol with a master/slave 

architecture.

In version 4 of Bluetooth, "Bluetooth Smart" was 
introduced (a.k.a Bluetooth Low Energy / BLE)

Bluetooth in a Nutshell:



▪ Wireless communications:
▫ Range 
▫ Data Rate 
▫ Network Topology
▫ Power Consumption

▪ BLE Stack
▪ Advertising and Connection
▪ Data Module (Services/Characteristics)
▪ Development Tools

Bluetooth Low Energy



Wireless Protocol Comparison



BLE Stack = App + Host + Controller
GAP Roles: Broadcaster, 
Observer, Central (M), Peripheral 
(S)

GATT: Data Layer -  Client / 
Server / Client + Server

L2CAP: fragmentation / 
defragmentation for long packets 
(27-4 = 23)

Security Manager (SM):
Link Encryption

Link Layer (LL): Hard RT, 
HW+SW 
Physical Layer (PHY): 
Modulation / Multiplexing



BLE Stack

Application

Host

Application

Application

Host

Host

Controller Controller Controller

Android 4.3 (API level 18) 
MAC OS
Linux BlueZ



GAP Roles - Broadcasting 

Connectionless communication:

Broadcaster : Transmitter Only 

Observer : Receiver Only



GAP Roles - Connections

Connection-oriented communication:

Central (Master) : Tx + Rx, 

Initialize and manage the connection

Peripheral (Slave) : Tx + Rx

Advertises

Multirole (M + S): Central + Peripheral



Client

A device that initiates commands / requests, and accepts responses. 
Server

A device that receives commands / requests, and returns responses.

Characteristic

A data value transferred between client and server.

Descriptor

A descriptor provides additional information about a characteristic 

(e.g. units, range)

Service

A collection of related characteristics, which operate together 

to perform a particular function. 

Profile

A collection of predefined Services.

BLE - Data Model



BLE - Example

Profile Services Characteristics

Battery Level: 90%

Heart Rate 
Measurement: 80BPM

Heart Rate Max: 200 BPM



GATT Operations

Read Characteristic 

Write Characteristic  

Notify 

Indicate (similar to “Notify”, with client confirmation)  









Your Turn!
Monitor, Analyze, Improve.



BLE Development Kits

Development kit for 
nRF52832 

SimpleLink™ CC26x2R 
LaunchPad™ Development 

Kit

▪ Many IoT boards out there...



IoT Kit for Makers



IoT Cloud Service for Makers



 3  Preparation Assignments +  3  Theoretical Presentations

 6  Hands-On Exercises

https://www.iot-workshop.online
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Thank You!
Any questions?


