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The Plan

* This is a talk on profiling and investigating C++ applications in
production on Linux and Windows

* You’ll learn:
1To obtain and analyze dumps of C++ apps

JIWhich production-ready tracing tools can be used with C++ apps
1To obtain CPU profiles and flame graphs
ITo identify memory leaking call stacks




Tools And Operating Systems Supported

Linux Windows macOS
CPU sampling | perf, BCC ETW Instruments, dtrace
Dynamic tracing | perf, SystemTap, BCC @ dtrace
Static tracing | perf, SystemTap, BCC |ETW dtrace

Dump generation

core_pattern, gcore

Procdump, WER

kern.corefile, gcore

Dump analysis

gdb, lidb

Visual Studio, WinDbg

gdb, lidb

This talk




/\ Mind The Overhead

* Any observation can change the state of the system, but some
observations are worse than others

* Diagnostic tools have overhead
* Check the docs
* Try on a test system first
* Measure degradation introduced by the tool

OVERHEAD
This traces various kernel page cache functions and maintains in-kernel counts, which are asynchronously copied
to user-space. While the rate of operations can be very high (>1G/sec) we can have up to 34% overhead, this is still
a relatively efficient way to trace these events, and so the overhead is expected to be small for normal
workloads. Measure in a test environment.
—man cachestat (from BCC)




Dump Files/Core Dumps

* A dump file (core dump) is a memory snapshot of a running process
* Can be generated on crash or on demand

dump file




Generating Dump Files

Linux Windows
» /proc/sys/kernel/core_pattern  ° HKLM\SOFTWARE\Microsoft\
configures the core file name or Windows\Windows Error

Reporting\LocalDumps configures
the crash dump folder, count,
and type (full/mini)

application to process the crash

e ulimit -c controls maximum core
file size (often O by default)

 gcore (part of gdb) can create a
core dump on demand

* Procdump (Sysinternals tool) can
create a dump on demand



Basic Dump Analysis

Linux

« gdb /path/exe -c core
—eX 1 1] bt 1

* Further automatic analysis
possible using gdb or lldb
Python API

Windows
* Visual Studio dump summary

* WinDbg -z app.dmp
-c "lanalyze -v

* Further automatic analysis
possible using WinDbg scripting
language or dbgeng.dl|



Demo:
Dump Generation And Analysis



File Edit View Favontes Help

[::H ScriptedDiagnosticsProvider Mame Type Data
.. | SoftwarelnventoryLogging ab| (Default) REG_SZ (value not set)

- | StreamProvider % DumpCount REG_DWORD 0x0000000a (10)

| Tablet PC ab| DumpFolder REG_SZ Cihtempdumps
4|, Windows Error Reporting 4 DumpType REG_DWORD 0x00000002 (2)
ﬂ Assert Filtering Policy

ﬂ Brokerlp

[:-H HeapControlledList
J_H LocalDlumps

LH BatteryMeter.exe
H RuntimeExceptionHelperModules

B ) Windows Azure

M Windows Azure Emulator

f j Windows ldentity Foundation
b - b0 Windows Kits

b | Windows Mail

. [ VY RIT

= ] > < m

Computer\HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows'\Windows Error Reperting\LocalDumps\BatteryMeter.exe




Dﬂ BatteryMeter - Microsoft Visual Studio (Administrator) & Quick Launch P = B8 X
File Edit View Project Build Architecture Test Analyze Window Help Sasha Goldshtein'E

- |iﬁ'" d"'| - Q- - 'LocaIWindDwsDebugger"p ;"0';'|ﬂ';M'|0'

Debug Team Toaols
Releas - Win32

4l

BatteryMeter.exe.3164.dmp

Minidump File Summary
6/14/2017 3:06:54 PM

laiodx] 1anas B
J1210dxg uonnjos

» Dump Summary Actions ~

» Debug with Native Only
Set symbol paths

BatteryMeter.exe.3164.dmp : Ch\temp\dumps\BatteryMeter.exe.3164.dmp
Last Write Time 6/14/2017 3:06:54 PM

Process Name BatteryMeter.exe . CA\NDC_ 2017 Crash\BatteryMeter.exe

Process Architecture %86

Exception Code 0xC0000374

Exception Information
Heap Information
Error Infarmation

Dump File

Xoqoo|

o Copy all to clipboard

laiojdxg wea|

Present

System Information

0S Version £.3.9600

CLR Version(s)

Q
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=
=
=
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~ Modules

Search P

Module Name

BatteryMeter.exe
ntdil.dll
kernel32.dll
KERMNELBASE.dII
mfc100u.dll
msvecr100.dil
user32.dll
comctl32.dll

Module Version

1.0.0.1
6.3.9600.18233
6.3.9600.17415
6.3.9600.18666
10.0.30319.1
10.0.40219.1
6.3.9600.18535
6.10.9600.18006

Module Path

CANDC 2017\ Crash\BatteryMeter.exe

ChWindows\5ystem32\ntdIl.dll

Ch\Windows\System32\kernel32.dll

Ch\Windows\System32\KERNELBASE.dII

Ch\Windows\System32\ymfc100u.dll

CAWindows\System32\msvcr100.dll

CAWindows\System32\user32.dll
CAWIndows\WinSxS\wx8b_microsoftwindows.common-controls_a595be4144ccf1df_6.0.9600.18006_none_aY9ecbaabl1...

Error List Compiler Inline Report  Compiler Optimization Report Qutput

Ready

4 Publish



Dﬂ BatteryMeter (Debugging) - Microsoft Visual Studio (Administrator) X &  Quick Launch P o= B X

File Edit View Project Build Debug Team Tools Architecture Test Analyze Window Help Sasha Goldshtein ~ E
e- | - & Hd"'| - Q- Continue - | A _: 1 m | ‘ ‘% Code Map |3%;E| |'§ "E‘I i@ ﬂ';'|ﬂ';
Process: [M/A] BatteryMeter.exe.316 ~ Lifecycle Events ~ Thread: Stack Frame: -

Disassembly BatteryMeter.exe.3164.dmp BatteryMeterDig.cpp =

Microsoft Visual Studio

Sleep(10);

if (1 % 500 == @) Unhandled exception at 0x77AD6054 (ntdlldll) in

{ BatteryMeter.exe.3164.dmp: 0xCO000374: A heap has been corrupted
BatteryInformation battery; (parameters: Ox77AF2378).
CPUInformation cpu;
pDialog->m_BatterylLeft.SetPos(pDi:
pDialog-»>m_CPUTemp.SetPos(pDialog

1210]dx3 uonnjog

Jzio|dx3 wea|

[] Break when this exception type is thrown
Break and open Exception Settings

Continue

BOOL CBatteryMeterDlg::0nInitDialog()

Autos X || Call Stack
Mame
ntdll.dll!_RtlpLogHeapFailure@24()
ntd|l.dIl!RtlpFreeHeap(])
ntdllLdll!RtIFreeHeap()
msyvcr100.dIl_free)
3 BatteryMeter.exe!TemperatureAndBatteryUpdaterThread(veoid * pdig) Line 57
[External Code]

PAYIGeEl | ocals Watch 1 Compiler l... Compiler... RSB Breakpoints Exception.. Command.. Immediate.. Qutput

Ln 1 Col 1 Ch1 4 Publish =
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File Edit View Debug Window Help

= BFENESE n DEGEEBREEOBEE = Ay B

E
0:001> 'heap
R R R R N N N N R N N N N N N N A NN R A N AR A RN R R ER R

®

HEAP ERROR DETECTED *
¥

EE st Lt L i s E s st R st LR LR EEE LT T

Details:

Heap address: ©@@f7000e

Error address: 82514880

Last known valid blocks: before - ©25136a8, after - 82515fe®

Error type: HEAP FAILURE BUFFER OVERRUN

Details: The heap manager detected an error whose features are
consistent with a buffer overrun.

Follow-up: Enable pageheap.

Stack trace:
77a762e7: ntdll!RtlpFreeHeap+9x0004466C
77a31cba: ntdll!RtlFreeHeap+@x000001b6
78110@16a: msvcrlod! free+dx0000001c
P0911784: BatteryMeter!TemperatureAndBatteryUpdaterThread+0x000000e4

Ln0, Col0  Sys :Chtemp | Proc 000:ic3c Thrd 001:1c28 | ASM | OWVR | CAPS | NUM



Administrator: C\Windows\system32\cmd.exe

C:\Program Files (x86)\Windows Kits\18\Debuggers\x86>cdb.exe -z C:\temp\dumps\BatteryMeter.exe.3164.dmp -c ".logopen C:\
temp\dumps\crash.log; lanalyze -v; .logclose; g" > NUL

C:\Program Files (x86)\Windows Kits\18\Debuggers\x86>ftindstr EXCEPTION C:\temp\dumps\crash.log
EXCEPTION RECORD: (.exr -1)

EXCEPTION CODE: (NTSTATUS) Oxceeed374 - A heap has been corrupted.

EXCEPTION CODE_STR: c@008374

EXCEPTION PARAMETER1: 77af2378

FATLURE_EXCEPTION CODE: coeea374

C:\Program Files (x86)\Windows Kits\18\Debuggers\x86>findstr 0S C:\temp\dumps\crash.log
ANALYSIS SESSION _HOST: SASHA-PREM-F4

0S LOCALE: ENU

O5BUILD: So606

OSSERVICEPACK: 17415

0S REVISION: @

OSPLATFORM_TYPE: x&86

OSNAME: Windows 8.1

OSEDITION: Windows 8.1 Server TerminalServer DataCenter SingleUserTS
OSBUILD TIMESTAMP: 2014-16-29 01:58:22

BUILDOSVER S5TR: 6.3.9600.17415

C:\Program Files (x86)\Windows Kits\1@8\Debuggers\x86>_




<http://www.gnu.org/software/gdb/documentation/>.

For help, type "help".

Type "apropos word" to search for commands related to "word"...

Reading symbols from ./pargrep...done.

[New LWP 33394]

[New LWP 33391]

[New LWP 33392]

[New LWP 33393]

[Thread debugging using libthread_db enabled]

Using host libthread_db library "/1ib/x86_64-1inux—gnu/libthread_db.so.1".
Core was generated by *./pargrep x.md include'.

Program terminated with signal SIGABRT, Aborted.

#0 _ GI_raise (sig=sig@entry=6) at ../sysdeps/unix/sysv/linux/raise.c:58

58 .. /sysdeps/unix/sysv/linux/raise.c: No such file or directory.
[Current thread is 1 (Thread 0x7fe2c3396700 (LWP 33394))]
(gdb) bt

#0 _ GI_raise (sig=sig@entry=6) at ../sysdeps/unix/sysv/linux/raise.c:58

#1 0x00007fe2c48f73ea in __GI_abort () at abort.c:89

#2 0x00007fe2c49390d0 in __ libc_message (do_abort=do_abort@entry=2, fmt=fmt@entry=0x7fe2c4a4e368 "xxk Error in "%s': %s: 0x%S skx\n")
at ../sysdeps/posix/libc_fatal.c:175

#3 0x00007fe2c494275a in malloc_printerr (ar_ptr=<optimized out>, ptr=<optimized out>, str=0x7fe2c4a4e498 "double free or corruption (!prev)", action=3)
at malloc.c:5046

#4 _int_free (av=<optimized out>, p=<optimized out>, have_lock=<optimized out>) at malloc.c:3902

#5 0x00007fe2c494618c in _ GI__ 1libc_free (mem=<optimized out>) at malloc.c:2982

#6 0x0000563f88e5e6e@ in ___gnu_cxx::new_allocator<std::__cxx11l::basic_string<char, std::char_traits<char>, std::allocator<char> > >::deallocate (
this=0x7fff5a5dc@0@, _ p=0x563f89887910) at /usr/include/c++/6/ext/new_allocator.h:110
#7 0x0000563f88e5d636 in std::allocator_traits<std::allocator<std::_ cxx1l::basic_string<char, std::char_traits<char>, std::allocator<char> > > >::deallocate
(_a=..., __p=0x563f89887910@, _ n=8) at /usr/include/c++/6/bits/alloc_traits.h:442
#B8 0x0000563f88e5ce@8 in std::_Vector_base<std::_ cxx1l::basic_string<char, std::char_traits<char>, std::allocator<char> >, std::allocator<std::__cxx1ll::basi

c_string<char, std::char_traits<char>, std::allocator<char> > > >::_M_deallocate (this=0x7fff5a5dc0@@, _ p=0x563f89887910, _ n=8)
at /usr/include/c++/6/bits/st1_vector.h:178

#9 0x0000563f88e5d22d in std::vector<std::_ _cxx1l::basic_string<char, std::char_traits<char>, std::allocator<char> >, std::allocator<std::__ cxx1l::basic_stri
ng<char, std::char_traits<char>, std::allocator<char> > > >::_M_emplace_back aux<std::_ cxx1l::basic_string<char, std::char_traits<char>, std::allocator<char>
> >(std::__cxx1l::basic_string<char, std::char_traits<char>, std::allocator<char> >&&) (this=0x7fff5a5dc0@0,
__args#@=<unknown type in /home/sasha/labs/pargrep, CU @x@, DIE @x2b8a2>) at /usr/include/c++/6/bits/vector.tcc:438
#10 0x0000563f88e5cacd in std::vector<std::_ cxx1ll::basic_string<char, std::char_traits<char>, std::allocator<char> >, std::allocator<std::_ cxx1l::basic_stri
ng<char, std::char_traits<char>, std::allocator<char> > > >::emplace_back<std::__cxx11l::basic_string<char, std::char_traits<char>, std::allocator<char> > >(st

d::__cxxll::basic_string<char, std::char_traits<char>, std::allocator<char> >&&) (this=0x7fff5a5dc0@00,
__args#@=<unknown type in /home/sasha/labs/pargrep, CU @0x@, DIE @x2b8a2>) at /usr/include/c++/6/bits/vector.tcc:101

#11 0x0000563f88e5c4f6 in std::vector<std::_ cxxll::basic_string<char, std::char_traits<char>, std::allocator<char> >, std::allocator<std::__ cxx1l::basic_stri

ng<char, std::char_traits<char>, std::allocator<char> > > >::push_back(std::__cxx11l::basic_string<char, std::char_traits<char>, std::allocator<char> >&&) (
this=0x7fff5a5dc@@@, _ x=<unknown type in /home/sasha/labs/pargrep, CU @x@, DIE @x2c84b>) at /usr/include/c++/6/bits/st1_vector.h:933

#12 0x0000563f88e5bdcc in pargrep::do_one_file (this=@x7fff5a5dbfc@, filename="pargrep.cc") at pargrep.cc:40

#13 0x0000563f88e5ad91 in pargrep::run () at pargrep.cc:28

#14 0x00007fe2cd4ebde@6 in ?? () from fusr/1ib/x86_64—-1inux—gnu/libgomp.so.1

#15 0xP0O007fe2c43a@6ca in start_thread (arg=0x7fe2c3396700) at pthread_create.c:333

#16 0x00007fe2c49c80af in clone () at ../sysdeps/unix/sysv/linux/x86_64/clone.S5:105

(gdb)



-ive Things That Will

Happen To You If You

Don’t Have Symbolic

Linux

Debug Information

Windows

conhost PDE not found o ~tenpraynbolshexesconho=st  pdb
comct132 PDE not found o ~tenphaynbolsnDLLwcomct 132 . pdh
dymapi PDE not found c:~temnphaynbolshdllndwvmapi . pdh
kernel  appcore FDE not found o ~temphaeynbolssdllsKernel  Appocore . pdb
uzthemns FDE not found o ~tenphaynbols~dl 1~UzThene . pdb
boryptPrimitives FDE not found o ~tenpraynbols~dllsboryptprinitives . pdb
- . . CRYPTEASE FDE not found o wtempheynbolssdllscrypthba=ze  pdb
Reading symbols from ./crashy...(no debugging symbols found)...done. KERNELEASE FDE not found @ c:“temp symbols“dll-kernelbase.pdb
[N LWP 3841] S=zpiCli FDE not found o wtenphsynbolssdllhsspicli  pdb
ew TSER32 FDE not found o wtenphsynbolssdllsuser3i2  pdb
Core was generated by N _/Crashy' . GDI32 FPDE not found : c:~tempwsymbols~dll~gdii? pdb
. A . . conbase PDE not found o ~tenpraynbolshdllscomba=ze . pdb
Program terminated with Slgnal SIGSEGVr Seqmentatlon fault. sechost PDE not found o wtemphsymnbols~dllwsechost  pdh
i ?7? olelz? PDE not found o ~tenphaynbols~dlloleld?  pdb
#q Qx00000000004004af_1n 77 () . . . KERNEL3Z FDE not found : c:“temp~symbols~DLL“kernel3Z. pdb
Missing separate debuginfos, use: dnf debuginfo-install glibc-2.24-4.fc  gpcrr4 FDE not found - G- “tempssymbolssdllsrportd . pdb
25.x86 64 THM32 FDE not found c:~temprhaeynbols~dll~inm3 2 pdb
- HSCTF FDE not found o wtemphaeynbolssdllsmectf | pdb
(gdb) bt nsvcrt FDE not found o wtemphaeynbolssdl lsmevert | pdb
i ?? QOLEAUT32 FDE not found o wtenphsynbolssdllvoleaut iz  pdb
#0  0x00000000004004af in ?: ntdll PLE not found o wtenpssvynbols~dll-ntdll  pdb

#2 0x00000000004004cd in ??

(
#1 0x00000000004004c1 in ?7? (
(
#3 0x00000000004004d9 in 77?7 (

— S

#4 0x00007f254e360401 in __ libc_start_main () from /1ib64/1libc.so0.6

5 0x00000000004003da in ?? ()
(gdb)

Tou can troubleshoot most symbol related issues by turning on svmbol loading diagnostics
You should also werify that yvour symbol search path { sympath) is correct.
0:000> k
# Child-SP RetAddr Call Site
00 00000030° 19ecdebl 00007ffb°578c316d GDI3Z | PolyTextOutW+0=zaa
01 00000030 19ecdfcD 000D7ff6°65d424b43 GDIZZ | PolyTextOutW+0=7d
02 00000030" 19ecdRf0 000DD7ff6°65d2478f conhost+0x4b43
03 00000030 19ece940 00007£f6°65d24el19 conhost+0x478f

04 000000307 1%:=cea40 00007££6°65d3484f conhost+0x4e19

0% 000000307 1% :scea?0 00007££6°65d21219 conhost+0x14841

06 000000307 19%=ceb30 00007ff6°65d4240b1 conhost+0xlel?

07 000000307 19%scedel 00007££b°581£13d2 conhost+0x40b1

03 000000307 19%=cfbf0 00007ffb" 5albS4e4 KERNEL3Z!BaseThreadInitThunk+0=x22
09 000000307 19%=cfc20 00000000 00000000 ntdll!RtlUserThreadStart+0x34



Getting Debug Information

Linux
* Compile with -g
» Separate debuginfo using objcopy
and strip

* Debuginfo packages may be
available for your distro:
apt install mypkg-dbg
dnf debuginfo-install mypkg

Windows

* Compile with /Zi /DEBUG:FULL

* Symbols can be stripped using
pdbcopy (public vs. private)

* Microsoft public symbol server:

setx /m _NT_SYMBOL_PATH
..http://msdl.microsoft.com/download/symbols

* You can host your own symbol
server using symstore



Sampling vs. Tracing

* Sampling works by getting a snapshot or a call stack every N
occurrences of an interesting event

* For most events, implemented in the PMU using overflow counters and

interrupts

l

CPU sample l

|

|

pid 121

pid 121

pid 408

* Tracing wor

of an interesting event

pid 121

pid 408

L

pid 188 CPU time

ks by getting a message or a call stack at every occurrence



Event Tracing For Windows

* High-performance facility for emitting 100K+ log events per second
with rich payloads and stack trace support

* CPU samples, file accesses, image loads, heap allocs, threads, window
messages, ... L |

Controllers

Ters Vv events

L/ﬂ L/_u Event tracing sessions regl-time ; Log files
A A A
events | | /
| vV | logged
/ events
Providers Consumers




perf

* perf is a Linux multi-tool for performance investigations

* Capable of both tracing and sampling
* Developed in the kernel tree, must match running kernel’s version

* Debian-based: apt install linux-tools-common
* RedHat-based: yum install perf



Flame Graphs

A visualization method (adjacency graph), very
useful for stack traces, invented by Brendan
Gregg

* http://www.brendangregg.com/flamegraphs.html

* Turns thousands of stack trace pages into a
single interactive graph

* Example scenarios:
* |dentify CPU hotspots on the system/application
* Show stacks that perform heavy disk accesses

* Find threads that block for a long time and the stack
where they do it


http://www.brendangregg.com/flamegraphs.html

Reading a Flame Graph

e Each rectangle is a function * Wider frames are more common
* Y-axis: caller-callee e Supports zoom, find
» X-axis: sorted stacks (not time) ¢ Filter with grep &

JACKCOpleeXeNacKCOmPIIET PaTSERPa ) mscor ib.dlSystem. 0. T..
JackCompiler.exe!JackC..

JackCompiler.exe!JackCompiler.Parser.ParseLetStatement()+!
JackCompiler.exe!JackCompiler.Parser.ParseStatement() +0x144
JackCompiler.exe!JackCompiler.Parser.ParseStatements()+0x37

7R
| I | || JackCompiler.exe!JackCompiler.Parser.ParseSubDecl()+0x47F
1 1| M = JackCompiler.exe!JackCompiler.Parser.ParseSubDecls()+0x31
iEminE | -
(D Emi = [
5 11 B | 56FB21CC B JackCompiler.exe!JackCompiler.CompilerDriver.DriveCompilerwithCCodeGenerator(System.String[])+0x24C
=T aeEs ) S6FB2188 7R JackCompiler.exelJackCompiler.CompilerDriver.Main(System.String[)+0x51 |
W EEme -0 sereB130 @ 7R. clrdll!CallDescrWorkerInternal+0x34
i - 1= | 56F5B950 [ 7F. clrdll!CallDescrWorkerWithHandler+0xe8 |
0. (. mE 7FF960D99C42 ¢ ntdiL.. crdll!MethodDescCallSite: :CallTargetWorker+0x16A |
M . in. IREmEI 7FF960D99B2B | KERNEL.. drdilRunMain+0xtAD
B bEE KO0 BN '7FF960D99ADE Bcrd.. EN | clr.dll!Assembly: :ExecuteMainMethod+0x124
DKERS cl.. BRE=T 0 ntdil.dll!NtSe.. [ [ElrdIie cr. crdll!SystemDomain::ExecuteMainMethod+0x631 |
clr.. el (0l 08 NI KERNELBASEINES clrdi ccrdlllExecuteEXE+0x4C ]

I SSRGS EEME— 1) W - B WU oo Cortienainienal Occ

cir.dll!_CorExeMain+0x4D
I clr.dIl'WKS::gc_heap::bgc_thread_function+0x140 mscoreei.dll!_CorExeMain+0x10E

| cIr.dIl'WKS::gc_heap::bgc_thread_stub+0x3C
|| KERNEL32.dll!BaseThreadInitThunk-+0x24

Function: JackCompiler (18128) (25,429 samples, 81.40%)



Frame Pointer Omission

Linux Windows
* Most tools will fail to resolve call ¢ ETW won’t collect accurate
stacks if FPO is used event call stacks if FPO is used

* Given debug information, some ¢ FPO is turned off by default in
stack walkers (e.g. perf) can use Visual C++ (/Oy-)
libunwind to walk FPO stacks

* Disable FPO using
-fno-omit-frame-pointer



Demo:
CPU Profiling With Flame Graphs



Windows Performance Recorder

Record system information

o Stupid Notepad!

File Help ' This tool will gather information about the interaction of the programs and hardware running on this
computer for analysis,

thiz iz some tead typed into the editor

Status: Recording not started Time:
Buffer:

Events dropped:

4 Hide options Cancel

Select additional profiles for performance recording: Performance scenaric:

=] First level triage General
[|First level triage
=| Resource Analysis
Tl Yerbose
[ Disk 1/O activity Logging mede:
[_IFile IfO activity Mermory
[ IRegistry !'m actnrlt:,.r. . To insert an annotated marker,
[INetworking I/ activity press CTRL + WIN + x during

[ IHeap usage trace capture,
[ |Pool usage

[ IVirtualAlloc usage

L—

| AddProfiles... |
BE Windows Server 2012 R2

Dretail level:




A Stupid Notepad

there are hiccups

horrible hiccups

all the time

this is intolerable

i hate this application

as a user, i want to kil the developer

Windows Performance Recorder

~f General Trace information was successfully saved

File Name: | C\temp\slowdown.etl

Type in a detailed description of the problerm:

{. This recording may contain persenally identifiable or security related information, including but not
necessarily limited to paths to files accessed, paths to registry access and process names, Exact information
depends on the events that were logged. Please be aware of this when sharing out this trace with other
pecple.

| OpeninWPA | | Open Folder | | OK

am Windows Server 2012R2



File Trace Profiles Window Help

Diagnostic Console

Loading symbeals - You can continue with your analysis while the symbols are loaded -:l

1540 symbaols found
Getting Started Analysis -
4 CPU Usage (Sampled) Utilization by Process, Stack*~ £ 0 £¥ BoOo=ox|-
Series % Weight using rescurce time as [TimeStamp-Weight TimeStamp] {Aggregation: Sum})
- |~ PILLHLLE_RLUIMSEL | | T
| |- kerneB?.dll!Ba... 1 o 20
| | |- StupidNote.. 1
| | | [|-mfclddu.. ]
1] -mfcl. ] 0
L1110 b ] 1
O Y L] 0 : [T T T[T T
[N - B, ) > o x
Line# Process Stack Count . Weight (in vie.. . Ti %Weight ¢,  Legend
1 ldle (D) I [Idle] 71,527 97,356.446100 87101 -
2 = StupidMotepad.exe (10168) 8,960 8,936.825400 8.00 I
3 = [Root] 8,004 7,982.435800 714 [
4 * |- ntdll.dIll_RtlUserThreadStart 5,450 5,436.713200 4861
5 | ntdil.dlll_RtlUserThreadStart 5450 5,436.713200 486 1 =
& = | |- kernel32.dIlBaseThreadinitThunk 5442 5434736700 486 [
7 = | | |- StupidMotepad.exe!_scrt_common_main_seh 5,446 5,432.738800 486 [
2 | | | mfcld0uditAfWinMain 5,446 5,432.738800 486 [
9 | | | StupidMotepad.exe!lCStupidMotepadAppinitinstance 5,446 5,432, 733800 4861
10 | | | mfcl40udiiCDialog:DoModal 5,446 5432738800 4861
11 | ] | mfcld0udilCWnd:CreateRunDlglndirect 5,446 5,432.733800 486 ]
12 * | | | |- mfcldudillAfdnternalPumpMessage 5,440 5,427.069600 486 ]
13 = | | | | |-mfcl40udllAfxPreTranslateMessage 5,426 5,413.248100 48417
14 | | ] | | mfclddudil!CWinThread::PreTranslateMessage 5,426 5,413.248100 4841
15 * | ||| | |-mfcl4dudillAfxinternalPreTranslateMessage 5,425 5,412.252500 484
16 |11 ]| mfcldludilCWnd:WalkPreTranslateTree 5,425 5412252500 484 ]
17 | 11 | | | mfcldludlllCDialogEx:PreTranslateMessage 5,425 5412252500 48417
18 | 11 | | | mfcldludlliChialog:PreTranslateMessage 5,425 5412252500 4841 ]
19 |11 | | | mfcldludilCWnd:PreTranslatelnput 5425 5,412.252500 484
20 | 111 1| mfcl4ludilCWnd:lsDialogMessageW 5425 5,412.252500 484
21 | 1| | | | user32dilllsDialogMessageW 5425 5412.252500 484
22 = | |1 || | | use32Zdl!DispatchMessageWorker 5,421 5,408.313400 48417
23 | 11 | | | use32dillUserCallWinProcCheckWow 5421 5,408.313400 484
24 | 1| | | | | use32dlil_InternalCallWinProc 5421 5,408,313400 4847
25 | | | | | | comctl32.dIlEdit WndProc 5.421 5.408,313400 484 1] vlv
ke 1L L L S
End: 27.965736888s O 22 e 26
Duration: 27.944808688s | ¢ | » |

(sneaq| [uegsissy sisfjeuy|




File Trace Profiles

Window Help

Loading symboels - You can continue with your analysis while the symbols are loaded -:| 304 symbols found

&

=)

4]

Diagnostic Console

Getting Started Analy;is ¥ 5
4 CPU Usage (Sampled) Utilization by Process, Stack*~ [ 2 £} EED = o x| %
Series E
= StupidNotepad.exe (10163) [ &
*  [Root] — —
* |- ntdildll_RtlUserThr... ] E
* | |-kenel32.dll!Base.. [ L& |
* | | | StupidNotepa.. [ z
* | | | |-mfcld0udil. ] =
* 1111 Fmicku [ ] —— R v Er
T L usen ]
D 1
S gy |
-....III- |

T ety

T T A iy

T ) X0 | ; .

P 0T e Stack Stupidiotepad.exe!CS .. Ig:zOnChangeMainEdit
I LT 111 -3 F‘ressﬁlt+5pace_tosl‘nwmoredetai
b Ll 11| ] use. Press Ctr+Shift+C to copy text

LlL L] ] usen e —

[T | |-ntd. [ e —

1L i —
b ez, e, e ®D!]n} S D>
bl |use32dl. ] e —
bl || |ntdildit. _—_
b ]| |- micl40udil. T S —
|| I R (] -
b | |- StupidNotepadee.. [ — =
b |- ntdildilLdrinitialize.. ] e e s e —

- wowbdcpu.diiCpup... [ - ]

|- ntoskrnl,exelliSyste.. | e, ——

v = T —— T — S —

e

Start: @.8289353885
End: 27.365736888s

Duration: 27.344888588s
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‘root@ubuntul6l@-dotnet: /home/sasha/labs# perf record —-g -F 97 — ./matexp a.mat 500 b.mat
[ perf record: Woken up 1 times to write data ]

[ perf record: Captured and wrote 0.067 MB perf.data (584 samples) |
‘root@ubuntul6l@-dotnet:/home/sasha/labs# perf report --stdio -f | c++filt | head -20

# To display the perf.data header info, please use ——header/-—header-only options.

#
#
# Total Lost Samples: 0
#
# Samples: 584 of event 'cpu-clock'
# Event count (approx.): 6020618352
#
# Children Self Command Shared Object Symbol
#llllllll L B B B B B B " B R E NN " ® @ R B RN EEEEEEEGN " " E E R R B EE E EE S EEE S EEE S S EEEE SN EEEEEE NN EEEEEEEEE NN EEE NN EE SN NN NN EEEEWE
#
100.00% 0.00% matexp matexp [.]1 exponentiator<float>::operator()()

-——exponentiator<float>::operator()()

| -—65.41%——matrix<float>::operatork(matrix<float> const&) const

| —-1.71%——matrix<float>::operator() (int, int) const

|--15.58%——std: :vector<float, std::allocator<float> >::operator[](unsigned long) const [clone .isra.11]
[root@ubuntulﬁl@—Qotnet:{home(sasha{}abs# Eerf script | ../FlameGraph/stackcollapse-perf.pl | ../FlameGraph/flamegraph.pl > matexp.svg

o Flame Graph




Memory Leak Analysis

1. Record call stack and size for each allocation (malloc)
2. Remove outstanding allocation info for each deallocation (free)
3. When desired, dump all outstanding allocation sizes and stacks

[PID 1225 /usr/local/bin/myapp]
8192 outstanding bytes in 16 allocations from stack:

__libc _malloc

operator new
myapp: :factory<factory>::make factory factory

myapp: :main

* Note: this works for any resource, not just memory



The BCC BPF Front-End

* https://github.com/iovisor/bcc

* BPF Compiler Collection (BCC) is a
BPF frontend library and a massive
collection of performance tools

e Contributors from Facebook,
PLUMgrid, Netflix, Sela

* Helps build BPF-based tools in high-
level languages

* Python, Lua, C++

user

o

BCCtoofl

1 _?———1§+
BCC tool .

BCC compiler frontend

Clang + LLVM

BCC loader library

kernel

BPF runtime

event
sources



https://github.com/iovisor/bcc

argdist
trace
funccount ==
funclatency
stackcount

mysqld_gslower

profile
llcstat

CPU

runglat
cpudist

offcputime
offwaketime
cpuunclaimed

\\\\\\\\memleak
a oomkill

execsnoop bashreadline ustat
Opensnoop memleak dbslower ugc
killsnoop sslsniff dbstat uthreads
statsnoop gethostlatency mysqlsniff ucalls
syncsnoop deadlock_detector uflow
setuidsnoop \ / /
B . ‘ .
\ Applications /
X v
System libraries Managed runtimes
filetop ]
filelife Syscall interface
fileslower
vfscount —"Filesystem |, TCP/IP —
vhsstat Scheduler | Mem
cachetop Block‘I‘/O Ethernet ~
mountsnoop ] ]
*fsslower Device drivers
— *fsdist \\
dcstat biotop tcptop .
dcsnoop biolatency tcplife hard%rqs
mdflush biosnoop tcpconnect softirgs
bitesize tcpaccept ttysnoop

slabratetop



Demo:
Memory Leak Diaghostics



Administrator: C\Windows\system32\cmd.exe - typeperf "\Process(BatteryMeter)\Private Bytes”

icrosoft Windows [Version 6.3.9600]
(c) 2013 Microsoft Corporation. All rights reserved.

C:\Users\Sasha>typepert "\Process(BatteryMeter)\Private Bytes"

"(PDH-CSV 4.8)", "\\SASHA-PREM-F4\Process{BatteryMeter)\Private Bytes"

"06/14/2017
"06/14/2017
"06/14/2017
"06/14/2017
"06/14/2017
"e6/14/2017
"06/14/2017
"06/14/2017
"06/14/2017
"e6/14/2017
"06/14/2017
"06/14/2017
"06/14/2017
"e6/14/2017
"06/14/2017
"06/14/2017
"06/14/2017
"e6/14/2017
"06/14/2017
"06/14/2017
"06/14/2017

15
15
15
15
15
15
15
15
15
15
15
15
15
15
15
15
15
15
15
15
15

- 42
=42
- 42
.42
- 42
=42
- 42
.42
- 42

42
42
.42
42
42
42
242
42
42
42

=43
=43

:47.
42,
43,
44,

: A5

:46.
47 .
48,
49,
50.
51.
52.
53.
54.
55.
56.
57.
58.
50.
198,
:91.

679" ,"45813760.
688", "46637056.
681", "47185920.
682","48013312.
.686","48562176.
687" ,"49385472.
688" ,"50216960.
690", "50765824.
691", "51589128.
693", "52690944.
694" ,"53239808 .
695", "54067200.
697", "54616064.
699", "55439360.
699", "56266752.
780" ,"56815616.
782" ,"57638912.
783","58466304.
785" ,"59015168.
786","59838464 .
788" ,"60391424.
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000"
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000"
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Battery Left:

CPU Temperature:

Battery Meter




Administrator: C\Windows\system32\cmd.exe

C:\Program Files (x86)\Windows Kits\10\Windows

C:\Program Files (x86)\Windows Kits\10\Windows
HeapAlloc+HeapRealloc

C:\Program Files (x86)\Windows Kits\10\Windows
erged Etl: C:\temp\heap.etl

he trace you have just captured "C:\temp\heap.

ecessarily limited to paths to files accessed,
n the events that were logged. Please be aware

C:\Program Files (x86)\Windows Kits\10\Windows
erged Etl: c:\temp\kernel.etl

Performance Toolkit>xperf -on PROC_THREAD+LOADER

Performance Toolkit>xperft -start HeapSession -heap -pids 3304 -stackwalk

Performance Toolkit>xpert -stop HeapSession -d C:\temp\heap.etl
etl" may contain personally identifiable information, including but not n
paths to registry accessed and process names. Exact information depends o

of this when sharing out this trace with other people.

Performance Toolkit»xperft -d c:\temp\kernel.etl

he trace you have just captured "c:\temp\kernel.etl"™ may contain personally identifiable information, including but not
necessarily limited to paths to files accessed, paths to registry accessed and process names. Exact information depends
on the events that were logged. Please be aware of this when sharing out this trace with other people.

C:\Program Files (x86)\Windows Kits\10\Windows
emp\merged.etl
erged Etl: C:\temp\merged.etl

C:\Program Files (x86)\Windows Kits\10\Windows

Performance Toolkit>xpert -merge C:\temp\heap.etl C:\temp\kernel.etl C:\t

Pertormance Toolkit>g




File Trace Profiles Window Help

Loading symbols - You can continue with your analysis while the symbols are loaded _:l 987 symbols found

Getting Started n Analysis

4 Heap Allocations OQutstanding Size by Process and Handle * = Joll o

BEoo=o x|~

Series
= BatteryMeter.exe (3304) —1

T

AR 1

Line# Process
1 = BatteryMeter.exe (3304)

L =T - S T S MR+

slalaa o= ===
= - R R~ R Y

BEpRS

B TT T T[T 11T
0 10 “
Diagnostic Console

=)
Lri

Start:
End:
Duration:

Pesk Outstanding Size using resource time as [AllocTime FreeTime] (Aggregation: Sum)

8MB—]

(&4

4 MB—|
2 MB—|
GMB‘_III|III|III|III|III|III|III|III|III|III|I
0 2 4 & ] i0 i2 14 16 12
Type  Stack Count . Impacting Size (B) o, Size (MB) o Lei
2,181 8,296,048 7.920 [
AIFO = [Root] 2,178 8,206,048 7912 ]
ntdil.dll!_RtlUserThreadStart 2,178 8,296,048 7912 ]
ntdil.dll!_RtlUserThreadStart 2,178 8,296,048 7912 ]
kernel32.dll!BaseThreadInitThunk 2,176 8,296,048 7912
|- BatteryMeter.exelTemperatureAndBatteryUpdaterThread 8,295,984 7912
| mfc100u.dilloperator new 2,174 8,295,984 7912
| msver100.dil!_mallec 2,174 8,295,984 70912
| ntdll.dil'RtlAllocateHeap 2,174 8,295,984 7912 []
| ntdll.dll!RtlpLegHeapAllocateEvent 2174 8,295,984 7912 ]
| ntdll.diliZwTraceEvent 2,174 8,295,984 7912 ]
| ntdll.dil'LdrinitializeThunk 2,174 8,295,984 7912 ]
| ntdil.dll!_Ldrplnitialize 2,174 8295984 7012 ]
| wowbd.di'WowbdLdrplnitialize 2,174 8,295,984 7.912 ]
| wowbd.dIl'RunCpuSimulation 2,174 8,295,984 7.912 ]
| wowtdcpu.dil'ServiceMNoTurbo 2,174 8,295,984 7912
| wowbd. di'WowbdSystermnServiceEx 2,174 8,295,984 7912 ]
| 1 4,560 0.004
| 1 4,560 0.004
| 1 4,560 0.004
| 1 4,560 0.004
| 1 4,560 0.004
| 1 4,560 0.004
| 1 4,560 0.004
| 1 4,560 0.004

e.pe2e77eeas | | [ [ T [ [ [ T[]
4@, 248885808 0 2 4 ] & 10 12 14 16 1

R
20

482459279885 | < |
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sasha@ubuntul6l0-dotnet:~/labs$ while [[ 1 ]]; do echo 'wordcount.cc'; sleep Ofsasha@ubuntul6l@-dotnet:

.1; done | ./wordcount > /dev/null

\imSize: 26020 kB
sasha@ubuntul6l@0-dotnet:
\VmSize: 26152 kB
sasha@ubuntul6l0-dotnet:
VmSize: 26288 kB
sasha@ubuntul6l0-dotnet:
VmSize: 26420 kB
sasha@ubuntul6l0-dotnet:
\imSize: 26556 kB
sasha@ubuntul6l0-dotnet:
\VmSize: 26688 kB
sasha@ubuntul6l0-dotnet:
VmSize: 26820 kB
sasha@ubuntul610-dotnet:
VmSize: 26952 kB
sasha@ubuntul6l0-dotnet:
\imSize: 27088 kB
sasha@ubuntul6l0-dotnet:

~$ cat
~$% cat
~$ cat
~$ cat
~$ cat
~$ cat
~$ cat
~$ cat

~$ cat

~$ |

/proc/$(pidof
/proc/$(pidof
/proc/$(pidof
/proc/$(pidof
/proc/$(pidof
/proc/$(pidof
/proc/$(pidof
/proc/$(pidof

/proc/$(pidof

wordcount)/status
wordcount)/status
wordcount)/status
wordcount)/status
wordcount)/status
wordcount)/status
wordcount)/status
wordcount)/status

wordcount)/status

grep

grep

grep

grep

grep

grep

grep

grep

grep

VmSize

VmSize

VmSize

VmSize

VmSize

VmSize

VmSize

VmSize

VmSize



sasha@ubuntul6l@-dotnet:~/1labs$ while [[ 1 1]; do echo 'wordcount.cc'; sleep Of[16:00:22] Top 1 stacks with outstanding allocations:

.1; done | ./wordcount > /dev/null 778240 bytes in 95 allocations from stack
~C operator new(unsigned long)+@x18 [libstdc++.50.6.0.22]
sasha@ubuntul6lO-dotnet:~/1labs$ while [[ 1 ]1]; do echo 'wordcount.cc'; sleep @ std::allocator_traits<std::allocator<std::__ cxxll::basic_string
.1; done | ./wordcount > /dev/null <char, std::char_traits<char>, std::allocator<char> > > >::allocate(std::alloca
tor<std::__cxx1l::basic_string<char, std::char_traits<char>, std::allocator<cha
r> > >&, unsigned long)+@0x28 [wordcount]
std::_Vector_base<std::__ cxx1l::basic_string<char, std::char_tr
aits<char>, std::allocator<char> >, std::allocator<std::_ cxx1ll::basic_string<c

har, std::char_traits<char>, std::allocator<char> > > >::_M_allocate(unsigned 1
ong)+0x2a [wordcount]

void std::vector<std::__ cxx1l::basic_string<char, std::char_tra
its<char>, std::allocator<char> >, std::allocator<std::__ cxx1l::basic_string<ch
ar, std::char_traits<char>, std::allocator<char> > > >::_M_emplace_back_aux<std
t:_ cxx1l::basic_string<char, std::char_traits<char>, std::allocator<char> > co
nst&(std::__cxx11::basic_string<char, std::char_traits<char>, std::allocator<c
har> > const&)+@x4@ [wordcount]

std::vector<std::__ cxx1ll::basic_string<char, std::char_traits<c
har>, std::allocator<char> >, std::allocator<std::_ cxx1l::basic_string<char, s
td::char_traits<char>, std::allocator<char> > > >::push_back(std::__ cxx1l::basi
c_string<char, std::char_traits<char>, std::allocator<char> > const&)+0x69 [wor
dcount]

std::back_insert_iterator<std::vector<std::__cxx1l::basic_strin
g<char, std::char_traits<char>, std::allocator<char> >, std::allocator<std::__ c
xx11::basic_string<char, std::char_traits<char>, std::allocator<char> > > > >::
operator=(std::__cxx1ll::basic_string<char, std::char_traits<char>, std::allocat
or<char> > const&)+0x26 [wordcount]

std::back_insert_iterator<std::vector<std::___cxx1l::basic_strin
g<char, std::char_traits<char>, std::allocator<char> >, std::allocator<std::_ c
xx11::basic_string<char, std::char_traits<char>, std::allocator<char> > > > > s
td::__copy_move<false, false, std::input_iterator_tag>::__ copy_m<std::istream_i
terator<std::___cxx1l::basic_string<char, std::char_traits<char>, std::allocator
<char> >, char, std::char_traits<char>, long>, std::back_insert_iterator<std::v
ector<std::__cxx1l::basic_string<char, std::char_traits<char>, std::allocator<c
har> >, std::allocator<std::__cxx1l::basic_string<char, std::char_traits<char>,
std::allocator<char> > > > > >(std::istream_iterator<std::__cxx1l::basic_strin
g<char, std::char_traits<char>, std::allocator<char> >, char, std::char_traits<
char>, long>, std::istream_iterator<std::__ cxx1ll::basic_string<char, std::char_
traits<char>, std::allocator<char> >, char, std::char_traits<char>, long>, std:
:back_insert_iterator<std::vector<std::__ cxx1l::basic_string<char, std::char_tr
aits<char>, std::allocator<char> >, std::allocator<std::_ cxxl1ll::basic_string<c
har, std::char_traits<char>, std::allocator<char> > > > >)+0x52 [wordcount]

std: :back_insert_iterator<std::vector<std::___cxx1ll::basic_strin
g<char, std::char_traits<char>, std::allocator<char> >, std::allocator<std::__ ¢
xx11::basic_string<char, std::char_traits<char>, std::allocator<char> > > > > s
td::__ _copy_move_a<false, std::istream_iterator<std::__ cxx1l::basic_string<char,
std::char_traits<char>, std::allocator<char> >, char, std::char_traits<char>,




Blocked Thread Investigation

* CPU sampling only identifies time spent on-CPU

* Blocked time is a concern for most applications
 Sleep, wait, lock, disk, network, database, ...

* Blocked time can be traced using context switch events
* Windows ETW flag CSwitch, Linux kernel tracepoint sched:sched_switch

switch in switch in
pid 121 pid 121 pid 408 pid 121
switch in switch out stack: ~ switch in  switch out stack: switch out stack: Ir ————————
(created) mutex_lock matrix_mult sys_read |

request_processor request_processor backup daemon



Enriching The Data

* Lock wait stacks and durations can be associated with the lock
* Which locks are causing the most contention in this application?
 How long does thread 123 typically have to wait for lock ABC?

* Context switch events contain the previous thread, so a wake chain
can be established
* Thread 123 was woken by thread 456, which released lock ABC

* Application thread 456 was woken by GC thread 678, which had suspended it
to perform a garbage collection



Enriched Wake Data

Linux Windows
offwaketime from BCC Visual Studio Concurrency Visualizer




Demo:
Blocked Thread Analysis



Administrator: C\Windows\system32\cmd.exe

C:\Program Files (x86)\Microsoft Concurrency Visualizer Collection Tools>CVCollectionCmd /attach /process StupidNotepad
Joutdir C:\temp

icrosoft (R) Concurrency Visualizer Collection Tool Version 14.0.50916.4

Copyright (C) Microsoft Corp. All rights reserved.

Attaching to process StupidNotepad (6228).
Started tracing successfully.
The completed report will be saved to C:\temp\StupidNotepad 2017-06-14 160441.CvTrace
C:\Program Files (x86)\Microsoft Concurrency Visualizer Collection Tools>CVCollectionCmd /detach

icrosoft (R) Concurrency Visualizer Collection Tool Version 14.08.58916.4
Copyright (C) Microsoft Corp. All rights reserwved.

Stopping collection. This may take some time.

Stopped collection successfully.

C:\Program Files (x86)\Microsoft Concurrency Visualizer Collection Tools>CVCollectionCmd.exe /fanalyze C:\temp\StupidMNote
pad 2017-06-14 160441.CvTrace

icrosoft (R) Concurrency Visualizer Collection Tool Version 14.0.50916.4
Copyright (C) Microsoft Corp. All rights reserved.

Event Parsing... 1 %
Event Parsing... 2 %
Event Parsing... 3 %
Event Parsing... 4 %
Event Parsing... 5 %



StupidNotepad...60441.Cvirace = |

{ .
Utilization Cores Demystify
Zoom[ |  |Sortby: StartTime =~ | Markers~ ¢ 4 # & "2 2 5 =
Seconds
Thread 1D Name X , . , , 5| | . , , 1|ElI , . , , 1|5 , . , , 2||:lI
11140 Main Thread [ T T e e e e T T T T T T T .
9348 Worker Thread I
12252 Worker Thread I
11396  Worker Thread e
7964  Worker Thread I
5312 Worker Thread I
5508  Worker Thread I
9817 Waorker Thread I -
Visible Timeline Profile Profile Report | & Current |=T Unblocking Stack | @ Hints
37% W Execution i Category = Synchronization Copy
21% WM Synchronization SubCategory = User Synch
0% B /O Delay = 119.951 ms
5| 37% W Sleep kernelbase.dlll0x2c02 -

0% Memory Management stupidnotepad.exe!lCStupidNotepadDlg:OnChangeMainkdit+0x74

0% Preemption mfc140u.dll0x49451
5% M Ul Processing mifc140u.dil0x4924 1
Per Thread Summary mfc140u.dili0x23273c

mfcT40u.dil0x29951¢
mfr1dM AlllMhva2AdA

Disk Operations
Markers -
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Handled
Handled
Handled
Handled
Handled
Handled
Handled
Handled
Handled
Handled
Handled
Handled
Handled
Handled
Handled
Handled
Handled
Handled
Handled
Handled
Handled
Handled
Handled
Handled
Handled
Handled
Handled
Handled
Handled
Handled
Handled
Handled
Handled
Handled
Handled
Handled
Handled
Handled
Handled
Handled
Handled
Handled
Handled
Handled
Handled
Handled

157000
158000
159000
160000
161000
162000
163000
164000
165000
166000
167000
168000
169000
170000
171000
172000
173000
174000
175000
176000
177000
178000
179000
180000
181000
182000
183000
184000
185000
186000
187000
188000
189000
190000
191000
192000
193000
194000
195000
196000
197000
198000
199000
200000
201000
202000

requests.
requests.
requests.
requests.
requests.
requests.
requests.
requests.
requests.
requests.
requests.
requests.
requests.
requests.
requests.
requests.
requests.
requests.
requests.
requests.
requests.
requests.
requests.
requests.
requests.
requests.
requests.
requests.
requests.
requests.
requests.
requests.
requests.
requests.
requests.
requests.
requests.
requests.
requests.
requests.
requests.
requests.
requests.
requests.
requests.
requests.

usecs
0 —
2 —>
4 —>
8 —>
16 —
32 —>
64 —>
128 —>
256 —
512 —>
1024 —
2048 —>
4096 —>
8192 —

usecs
0 —
2 —>
4 —>
8 —>
16 —
32 —>
64 —
128 —>
256 —>
512 —
1024 —
2048 —>
4096 —>
8192 —
16384 —>

Tracing on-CPU time...

1

3

7

15
31
63
127
255
511
1023
2047
4095
8191
16383

1

3

7

15

31

63
127
255
511
1023
2047
4095
8191
16383
32767
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i count

root@ubuntul61@0-dotnet:/home/sasha# /usr/share/bcc/tools/cpudist -0 —-p $(pido
blocky)
Tracing off-CPU time...

: count

1 482

480

root@ubuntul6l@-dotnet:/home/sasha#

root@ubuntul610-dotnet:/home/sasha# /usr/share/bcc/tools/cpudist —-p $(pidof blo

Hit Ctr1-C to end.

distribution

soksorskokskoR ok kokkokkokkok Kok

SoksokskkskR oK Rkokok ok koK koK Rk koK kok sk kkok ok k sk kk Kok

I********************
|********************

I
I
I
I
I
I
I
I
I
I
I
I
I
I
f

Hit Ctr1-C to end.

distribution
I I
I I
I I
I I
I I
I I
I I
I I
I I
I I
I I
I I
I I

|****************************************|
|*************************************** |



root@ubuntul610-dotnet: /home/sasha# /usr/share/bcc/tools/offcputime —-p $(pidof blocky) -f > offcpu.stacks
~Croot@ubuntul6l@-dotnet:/home/sasha#

root@ubuntul6l@-dotnet:/home/sasha#

root@ubuntul6l@-dotnet: /home/sasha# FlameGraph/flamegraph.pl offcpu.stacks > offcpu.svg
root@ubuntul610-dotnet:/home/sasha# ||

Flame Graph

finish_task_switch
finish_task_switch schedule
finish_task_switch schedule

ECHEauEI co_nanosicep
do_nanosleep

hrtimer_nanosleep  SyS_nanosleep

entry_SYSCALL_64_fastpath
entry_SYSCALL_64_fastpath __GI_nanosleep



File, Disk, And Network I/O

* Dedicated kernel events exist to trace various types of I/O

 Windows ETW flags DisklO, FilelO, NetworkTrace
* Linux kernel tracepoints block:*, xfs/ext4/...:*, kprobes on tcp_*, vfs_*

e Reports may include:
* Histogram of |/O operation latencies
* Summary of files accessed, including size and number of reads/writes
* Summary of active TCP connections, including size and number of recv/send

* List of file accesses larger than or slower than a particular threshold



File /O Summary

Linux
filetop from BCC

Tracing...

08:24:24 loadavg: 9.14 0.04 0.01 2/142 3680

TID

3673
3676
3679
3676
3679
3673
3679
3676
3679
3679
3673
3676
3673
3676
3676
3673
3679

COMM

cksum
cksum
cksum
cksum
cksum
cksum
cksum
cksum
cksum
cksum
cksum
cksum
cksum
cksum
cksum
cksum
cksum

READS
1083
1083
948
371
371
371
370
370
370
370
370
370
370
370
370
370
370

WRITES R_Kb
69288
69288
60656
23732
23732
23732
23624
23624
23624
23624
23624
23624
23624
23624
23620
23620
23620

000D ®

[SESESES IS IS IS RS RS I I IS IS IS S IS RS I

Output every 5 secs. Hit Ctrl-C to end

)
o

XV IOVIVWIOVOVIOVIOVIOIOORNIOIOIOEIRI—

FILE
libbcc.s0.0.2.0
libbcc.s0.0.2.0
libbcc.s0.0.2.0
RecordMySQLQuery
RecordMySQLQuery
RecordMySQLQuery
RandomRead
CPUDistribution
CPUDistribution
HelloWorld
HelloWorld
HelloWorld
RandomRead
RandomRead
FollyRequestContext
FollyRequestContext
TCPSendStack

Windows

WPA file I/O summary table

4 File /0 Size by File Name, Process, Stack for Read/Write * =

b CAWindows\WinSxS\M...

|
b CASMft -
b C:\Users\Sasha\AppDat... Il
b C\SExtend\SUsnmES) I
|
—

b C:\Users\Sasha\AppDat...
b\ Wi s Win GGy A

Line# File Name

[FF=R -]

Process

Boo=ox

12 14 16 18 20 2 24 26 % 30 32 34 3

1 b C:\SLogFile

1
Count -

Thread  Start (s),, End (5) s, Duration (u
19581 933 20

2 b CAWindows\CbsTemp) 30501536_06505 14300\ pack...
3 b C:\Windows\WinSx5\ManifestCache\378028f18a3c...
4 b CASMA

5 b C:\Users\Sasha\AppData\Local Temp\WPR_initiate...
6 b CASExtend\SUsnrnkS)

7 b C\Users\Sasha\AppData\Local Temp\WPR_initiate...
8 b C:\Windows\WinSxS\Manifests

9 b C:\Windows\Logs\CBS\CBS log

10 b CAWindows\System32\perfh009.dat

11 C\Windows\ChsTemp\30591536_2650514309
12 C\Wind ftwareDistrit Downl T
13 C\Windows\assembly\Nativelmages v4.0.30319 3.
14 C:\Windows\System32\PerfStringBackup. TMP
15 CASBitMap

16 b C\Windows\WinSxS\Catalogs

17 b C:\Windows\System32\PerfStringBackup.INI

18 C\Windows\SoftwareDistribution\Download\caa4...
19 b C:\Windows\CbsTemp\30591536_2650514309\Pack...
20 b C:\Windows\System32\perfc009.dat

21 b C\Windows\WinSxS\TemptP

22 CA\Users\Sasha\AppData\Local\ Temp\WPR_initiate..

23 C\Windows\WinSxS\Temp\InFlight\dbd9b3b830ca...

b System (4)

.. b System (4)

b VSIXAutoUpdate.exe (2...
P WMIADAP.exe (3296)
b System (4)

System (4)

WPRULexe (3352)
Tiorker.exe (3056)

172 OxFFFFEOOOF19478C8 DxFF

4,024
3,000 30.969

OxFFFFEQ01303830E8 OxFE 1,0
(OxFFFFEDOOF19CECDS OxFF 1




Tracing File Accesses in Real-Time

Linux

fileslower from BCC

Tracing sync read/writes slower than 1 ms
TIME(s)

0.560

15.
16.
16.
16.
16.
16.
16.
16.
16.
16.
16.

990
077
260
276
295
315
337
356
382
392
408

COMM
cksum
bash
dd
dd
dd
dd
dd
dd
dd
dd
dd
dd

TID

3699
3700
3700
3700
3700
3700
3700
3700
3700
3700
3700
3700

ESEEEE=S=E=ES=ES=E=ZXXHO

BYTES
65536
128
1048576
1048576
1048576
1048576
1048576
1048576
1048576
1048576
1048576
1048576

LAT (ms)

NERWNNNNR R R W

.18
.15
.15
.99
.94
.20
.25
.75
.51
.83
.22
.53

FILENAME

RecordMySQLQuery

dd

file.
file.
file.
file.
file.
file.
file.
file.
file.
file.

out
out
out
out
out
out
out
out
out
out

Windows

efrace

Administrator: C\Windows\system32\cmd.exe



https://github.com/goldshtn/etrace

Demo:
Summarizing 1/O Operations



Record system information

!B This tool will gather information about the interaction of the programs and hardware running on this
computer for analysis.

Status: Recording not started Time:
Buffer:

Events dropped:

= Hide options Start

Select additional profiles for perfformance recording: Performance scenario:

= First level triage General
[_|First level triage
= Resource Analysis
[w|CPU usage
[v] Diisk /0 activity Legging mode:
¥ File 1/0 activity Memory
[ Registry !‘;D a::tn.rrt'_l.r. . To insert an annotated marker,
[ INetworking 1/0 activity press CTRL + WIN + x during
[ |Heap usage trace capture.
[ |Pool usage

[ Virtual&lloc usage

Detail level:

Verbose




File Trace Profiles Window Help

Getting Started Analysis > 5
4 Filel/O Duration by Process, Thread, Type*~ ] P £} BEoo=ox 2
Series Durstion =t End (Aggregation: Sum) é‘
g
rNot 1 i
Create 1 g
DirEnum —1 ra C Ru n d OW n 7 |
Cleanup L1 I ?
Read — l A o
Clﬂse l:l | | LI TTT TT 1T TTT | TTTT TTT | E-
iz dnfa —l > 40 45 e
Line# Process Event Type Size (B) <m File Path Durati... Sf Legend
1 b System (4) 13,378,560 31,187 1... 1N "
devenv.exe (11904) 264,317,713
3 b Dirlotify 16,416 8,520,67... ]
4 b Create 0 952, 176.... ]
5 I DirEnum 144 167,952 638,899.... ]
& b Cleanup 0 470,953....
7 + Read 118,083,753 363,625....
8 4096 CASMFt 35,289.600
9 4,096 C\SMft 24,114,400
10 32,768 C\Program Files (x86)\Microsoft Visual Studio 14.00W Chvepackagesivepkg.dil 4,130.000
11 32,768 C\Program Files (x86)\IntelSWTools\Advisor XE 2018\bin32\advixe_idve_base_7.4.dll 3,824,800
12 32,768 C:\Program Files (x86)\IntelSWTools\Advisor XE 2018\bin32\advixe_msngr_reader_2.7.dll 3,540,800
13 32,768 C\Program Files (x86)\IntelSWTools\Advisor XE 2016\bin32\advixe_tbb.dll 3,518.400
14 32,768 C:\Program Files (x86)\IntelSWTools\Advisor XE 20168\bin32\advixe_gfagentminidump_core_.. 3,467.000
15 16,324 C:\Program Files (x26)\Intel5WTools\Advisor XE 2016\bin32\advixe_cctrl_core_2.40.dll 3,200,900
16 32,768 C\Program Files (x86)\IntelSWTools\Advisor XE 2016\bin32\advixe_cctrl_core_2.40.dl1 2,793,500
17 32,768 ChA\Windows\assembly\Mativelmages_v4.0.30318_32\5ystem. Core'\ded4837319e96bch9a3bdb... 1,327.600
18 12,288 CA\Windows\assembly\Mativelmages_v4.0.30319_32\Microsoft.Ch3cfedBd=\ eb0f047c 06642, 1,075.800
19 16,384 ChA\Windows\assembly\Mativelmages_v4.0.30318_32\Microsoft. Cbh3cfedBd#\ eblfld7co06cdd. .. 849,600
20 24,576 C\Windows\assembly\Nativelmages_v4,0.30319_32\PresentationCoret 3c3dBaclc2%e618b38.., 824,600
21 29,696 C:\Program Files (x26)\Intel5WTools\Advisor XE 2016\bin32\advixe_gfagentminidurmnp_bthel... 782.800
22 32,768 Ch\Windows\assembly\MNativelmages_v4.0.3031%_32%\Microsoft. CSharphacab810a91476761ab... 659.900
23 18,944 C:\Windows\assembly\Nativelmages_v4.0.30319_32\Microsoft. V6470bd71#\4b660ceee3608e.., 655.700
24 32,768 C\Windows\assembly\Nativelmages_v4.0.30319_324System. Xmi\042e%dad0ed d30bc440011a... 654.200
25 4 096 C\Windows\assembly\Mativelmages_v4.0.30319_32\Microsoft.|ed5ael 838 40bcDc55f5F10708. .. 627,300 | |
26 4096 C:AWindn embly\Nativelmages v 9_32\Microsoft VAFI70R562\2f 792160 76843 -

Start: @.8615183@85
End: 45.4293473@8s 0
Duration: 45.368329688s | < 5]

Diagnostic Console



Profiles  Window Help

4l

swesa1 | [sieraq | [uersissy sisfjeuy| &

Getting Started Analysis Analysis (2)
4 Disk Usage Disk Offset~ 0 £ 200 =5 x
hin Offset using rescurce time as [Complete Time-Disk Service Time Complete Time] {Aggregation: Min)
[
amplee-eil-bridge.exe (... [ 130G T
¢ 3
+ 3 | X
System (4) [ - : , \
explorer.exe (3936) | H | f '
taskhostex.exe (2276)  mmm (M f Tt At 3 ¢
vepkgsre.exe (B368) [ 1106 | :. \ t 1 'I I | { * T
Microsoft.VsHub Server... [l [ | | Y |
|
WmiPrSEexe (7636) - | { BRI OB 1 | \ t
vmms.exe (1736) - ¢ | | | | '
ism2.exe (5240) [ | | Il | Mokl | 1
swchost.exe (920) - 906G | | | Il
WindowsAzureGuestAg... [ | [ | | | [ ‘ ‘ fi
swchost.exe (852) — a0 | | | .I | |
WPRUI.exe (1348) = e | R || [# A N
| E
svchost.exe (816) - VLT | wil i ! |
svchostere (1276) 06 | i [ 1] ‘ |/ 1|
Isass.exe (596) = | | I .' |
svchost.exe (312) [ 606G b | | | | | | | | l
! [ |
swchost.exe (668) [ | .T T { | | | | | ! / ! |
ismZ.exe (3008} = e | byl . ‘| R 4t it 1 N
4
dilhost.exe (7036) ] . I || .I | I| " | | |
spoolsv.exe (1172) || | | | (i | | ! | | ] |
dwm.exe (3580) [ a0G !I‘ | I | i | | { : [ I 1 [ dB l |
| |
svchost.exe (2372) [ 4 | ’ II [ I| | ‘l | | | ; oJ | | | | |
| (]
svchost.exe (696) [ ] 206G | | I || | | | ’ 3 | } I
MonAgentCore.exe (31... I | | 4! 1] | | + 4 | ; 1 ,I l
| | | | | |
1 I
- 206 | L1 | | | | | ' |
| i ||I | | J | | ! . |
: ‘ | 1| | ‘b g | 4 ) I "1 ;; *. | !
106 IR ‘ 1 , A
# F: #1 " L b =) ¢t @8 048 e y ‘e
o T T T TTTTT

||||||| T
2z

Diagnostic Conscle

Start: @.861518388s
End: 22.9858566235

22 .
0 2 0 22 .

Duration: 22.84353g323s | <|  __wm




Administrator; C\Windows\system32\cmd.exe

C:\NDC_2017\livestacks x86>LiveStacks -P devenv -e kernel:fileioinit -T 1
Ctrl+C pressed, stopping...
4:19:56 PM
912 [devenv 11984]
779E2352
J79E1FFF
779A21AA
J79A20E2
7FFC1FeDSDAB
JFFC1FOD8CSE
ntdll.dl1!NtReadFile+8xC
KERNELBASE.d11!ReadFile+OxES8
vepkeg.dll!sglite3 vsnprintf+@x1Be
vepke.dll!sglite3 vsnprintf+0x124
vepkeg.dll!sglite3 finalize+8x4390
vepkeg.dll!sglite3 finalize+8x46D8
vepkeg.dll!sglite3 randomness+0x154D
vcepkeg.dll!sglite3 finalize+0x4DDD
vepkeg.dll!std: :weak ptr<a store::a_per_thread impl>::lock+@xEF
vepkg.dll!a statement: :step+0x55
vepkg.dll!a results statement<an_include item results,schema::include _items::a read statement,VsCodeStore::IIncludel
temResults>: :MoveNext+0x30
vepkeg.dl11!CExtResults<CExtConfigFileResults,CConfigFile,VsCodeStore: :IConfigFileResults,IStoreConfigFileResults>: Mo
veNext+0x23
vepke.dll!CFilesInitializedWorkItem: :Work+0x197
vepkg.dll!ChWorkItem: : InvokeWork+@x7F
vepke.dll! CWorkQueue : :Work+8x131
vepkg.dll!CWorkerThread: :Work+@x6C
vepkeg.dll!CWorkerThread: :Work+@xB
KERNEL32.DLL!BaseThreadInitThunk+0x24




sasha@ubuntul6lf-dotnet:~/labs$ gcc —-g —-fno-omit—frame-poifroot@ubuntul6l1@-dotnet:/home/sasha# perf-tools/bin/syscount —-c -p $(pidof server)

nter -00 server.c -0 server Tracing PID 36557... Ctrl-C to end.
sasha@ubuntul6l@-dotnet:~/labs$ ./server ~CSYSCALL COUNT
[x] Server starting... nanos leep 31194

open 31195

root@ubuntul6l@-dotnet: /home/sasha# perf-tools/bin/opensnoop —-x —p $(pidof server) | head
Tracing open()s issued by PID 36557. Ctrl-C to end.

COMM PID FD FILE

<i2a> 36557 -1 /etc/tracing-server—example.conf
<i1a> 36557 -1 /etc/tracing-server—-example.conf
<u2a> 36557 -1 /etc/tracing-server—-example.conf
<i4a> 36557 -1 /etc/tracing-server—-example.conf
<i:a> 36557 -1 /etc/tracing-server—example.conf
<i2a> 36557 -1 /etc/tracing-server—example.conf
<i1a> 36557 -1 /etc/tracing-server—-example.conf
<u2a> 36557 -1 /etc/tracing-server—-example.conf

root@ubuntul6l@-dotnet:/home/sasha#



Ssummary

* We have learned:
To obtain and analyze dumps of C++ apps
Which production-ready tracing tools can be used with C++ apps
To obtain CPU profiles and flame graphs
To identify memory leaking call stacks
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